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This Cookie Policy explains how 444Affiliates uses cookies, browser local storage,
and similar tracking technologies when you use our platform.

1. What Are Cookies?

Cookies are small text files placed on your device by websites. They can be
first-party (set by 444Affiliates) or third-party (set by other organizations).
Cookies can be session (temporary) or persistent.

2. Local Storage vs. Cookies

We store your JWT authentication token in localStorage rather than cookies.
localStorage persists until explicitly cleared and is not sent to the server with
each request. Both are origin-specific.

3. Essential Cookies & Storage

Essential storage is required for the platform to function:

» token (localStorage): JWT authentication token, 7-day expiry
e session (Cookie): Server-side session management, deleted on browser close
» oauth_state (Cookie): CSRF protection during OAuth flows, 15-minute expiry

4. Analytics Cookies

We may track page views and feature usage to improve the platform. Analytics data is
aggregated and anonymized. Cookies: _analytics_session (session), _analytics_id (12
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months).

5. Preference Cookies & Storage

Preference storage remembers your settings: timezone, default_platforms,
sidebar_state, ui_theme, last_viewed_tab. All stored in localStorage.

6. Third-Party Cookies

Third-party services that may set cookies: Meta Pixel (conditional), Google Analytics
(conditional), payment processor (required for checkout). We do not use third-party
advertising cookies.

7. How to Control Cookies

Control cookies via browser settings (Chrome, Firefox, Safari, Edge). Clear
localStorage via Developer Tools > Application > Local Storage. Disabling essential
storage will log you out.

8. Changes to This Policy

We may update this policy as needed. Material changes communicated via email.

9. Contact Us

Email: 444affiliates@gmail.com
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